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31 March 2006

The South African Law Review Commission

Private Bag X668

Pretoria

0001

Attention Ms Ananda Louw,  analouw@justice.gov.za
Dear Sirs

SUBMISSION - DRAFT PROTECTION OF PERSONAL INFORMATION BILL

Thank you for the opportunity to comment on the provisions of the Draft Bill. 

The BHF fully supports the principles of information protection provided for in the Draft Bill but are of the opinion that there are various issues that need to be reconsidered so as to allow for the particular circumstances within which medical schemes operate and comment below on:

· Issues of general concern;

· The introduction of ICD 10 coding (as requested by SALRC at its meeting in Durban), and

· Specific issues within the draft legislation.

GENERAL COMMENTS

As explained at the workshop held in Durban, and as detailed in the footnote on page 23 of the draft Bill itself, the intent is for there to be a single authority to administer both the Promotion of Access to Information Act and the Protection of Personal Information Act. It is our contention that there is an apparent contradiction in legislating two competing Acts, one which protects the right to privacy and the other which promotes access to information and have both regulated by one Commissioner. We request comment on the reasoning behind this approach and suggest that it might be more appropriate to repeal the Promotion of Access to Information Act and incorporate these principles in the Draft Bill thus managing the competing interests within one piece of legislation. 

In the event of the above not being considered favourably it would be appropriate to specifically refer to the intention to have a single administrative authority as well as the degree to which compliance with PAIA would be deemed as compliance within the draft Bill.

Many businesses have, over the years, gathered large quantities of personal information on customers and clients and the Draft Bill, perhaps for good reason, does not deal with the issue of existing records and how such data may be processed once the Protection of Personal Information Act comes into operation.  We believe that this issue needs to be addressed urgently and included in the next draft and would suggest that there be a phase-out period (say five years) after which data gathered prior to enactment may no longer be used.

The Draft Bill, as presently worded, would appear to impose some very stringent requirements on “responsible parties” and these may require extensive software changes, these are both costly and take time to implement and we believe that there would be merit in reviewing the relative cost/benefits of some of the proposed requirements. Further comment is made below (see s 21(1) (b)).

At the Durban segment of the workshops held by the SALRC, comment was invited on the possibility of using thresholds to exclude smaller enterprises from the operation of the Draft Bill. We believe that any thresholds need to be carefully considered in the light of the type of business being transacted as well as the sophistication of the enterprise itself. We would recommend that rather than removing the obligation to comply with the any of the provisions of the Draft Bill specified entities be exempt solely from complying with the administrative provisions of the Draft Bill. Such entities would then be bound by the principles embodied in the Draft Bill and would be required to comply with the detail of the legislation and subject to penalties in the event of default.  

ICD 10

Regulation 5 (f) of the Medical Schemes Act, 1998 requires all health service providers to include a diagnostic code on claim forms and to this end the Department of Health (DoH) has adopted ICD 10 as the diagnostic code standard for both the Public and Private Sectors. All healthcare providers are now required to specify a valid ICD 10 code when submitting claims to medical schemes and failure to do so is likely to result in the non-payment of claims. 

One of the underlying philosophies of Government is to ensure the rational and equitable distribution of health services within the Republic of South Africa and, to assist in achieving this aim, the DoH has introduced the Risk Equalisation Fund which will become fully effective in 2007. For this to operate seamlessly and equitably a comprehensive and universally accepted coding system is essential.

Whilst it is recognised that the inclusion of codes on claims does give rise to the possibility of exposure of private data this should be considered in the light of the previous situation whereby the actual diagnosis was invariably recorded on claims or invoices by practitioners. In an effort to assist in the protection of confidentiality, the Council for Medical Schemes has suggested that practitioners now record only the ICD code. 

Further, virtually all medical schemes are reliant on various risk management tools to ensure the proper and adequate supervision of the treatment of the member whilst ensuring costs are controlled in the interests of the membership at large. These tools are invariably computerised and embody complex algorithms related to accepted best practice protocols for specific conditions. This issue will be discussed further in our submission on automated decision making. 

COMMENTS ON SPECIFIC PROVISIONS

S 3 and s 93 deal with automated decision making. Without wishing to question the principles behind these sections we must point out that the automated processing of personal information is becoming more prevalent and may soon become the norm. Such automated processes serve to improve efficiency and the benefits and indeed, in many instances, probably could not be performed manually. We request that these sections be revisited to ensure that efficiency gains can be introduced or maintained whilst still ensuring that the privacy of the individual is respected. 

S 8 – Whilst we accept the principles espoused by this section we need to consider this in the context of the objectives of medical schemes which are, broadly, to ensure that members are provided with appropriate, cost effective medical interventions. In order to achieve this, schemes need to maintain significant amounts of data some of which may have little immediate relevance or value but could be highly significant at a later stage. With this in mind, we submit that allowance must be made for the retention of data by medical schemes and that, in this instance, principle of “minimality” would not pertain. Notwithstanding the foregoing, we concede that any such information must be used strictly for the purpose intended and for the ultimate benefit of the member.

S 9 – There are currently some 7 million beneficiaries enrolled with medical schemes registered in terms of the Medical Schemes Act. These schemes will have a considerable amount of personal information on each beneficiary, and indeed of many and varied service providers, and such information is central to the provision of proper and adequate services to members and their families. It is also necessary to minimise the impact of fraud that is seen as a major factor in cost escalations with the industry. Our interpretation of s 9(1) suggests that there should be no undue restrictions placed upon medical schemes  in that such processing is clearly anticipated by s 9(1)(b)  which reads “Personal information may only be processed where the processing is necessary for the performance of a contract or agreement to which the data subject is party….”. We have referred elsewhere to the need for institutions to have continued access to existing data and draw attention to the great danger to both medical schemes and their members of denying such access. Our view would be that going forward it would be advisable for medical schemes to obtain specific member consent for the processing of information but contend that such consent is not strictly necessary in order to process such member’s personal information.

S 16(1) – During the recent workshop held by the SALRC in Durban it was mentioned that the notification provided for in this subsection would not be necessary if a responsible party was registered under PAIA. The Draft Bill is silent on this issue. It is our contention that if this is indeed the intent of the legislature it should be clearly stated within the Bill.

S 20 – Our preference would be for the adoption of Option 2, however should the legislature elect Option 1 we submit that the current wording in subsection (c), which may be interpreted to mean that details of the compromise including the personal information that may have been compromised, be published. While this cannot be the intention, the current wording is certainly open to such an interpretation. We suggest subsection (c) be amended to read as follows, ‘on its website that a compromise has taken place’. 

S 21(1) (b) – We submit that where data is stored electronically and in particular where such data is necessarily accessible (for example in a call centre established by medical schemes or their administrators) to deal with member queries, to be required to provide the identity of ALL persons that may have theoretically had access to such data would be irrelevant and the cost of maintaining such information prohibitive. We would suggest that responsible parties be required to ensure that proper and adequate access controls be instituted and maintained and that codes of conduct cover such issues. Clearly where there has been a breach of a data subject’s privacy the responsible party should be held liable and required to take whatever steps are practicable to identify the individual or individuals that might have had access at the time of such breach. 

S 24 – Whilst not germane to the business of a medical scheme, we question the relevance of the words “or unlawful or objectionable conduct connected with a ban imposed with regard to such conduct” and submit that it may well be in the common good to allow for the publication of the names of, for instance, convicted child molesters or paedophiles.  See further comment below (s 30).

S 29(1) (a) – Reference is made to ‘healthcare institutions or facilities’. Medical schemes do not qualify for exemption in terms of such definition nor can they be classified as insurance companies and we therefore submit that entities registered in terms of the Medical Schemes Act should be granted specific exemption and that this be recorded in this section. We would further submit that exemptions should be granted to allied businesses which would include, but not be limited to, medical scheme administrators, so called switching houses that transfer data between providers and schemes, managed care organisations and peer review groups.

S 30 – This exemption appears highly restrictive and perhaps requires further consideration. The Board of Healthcare Funders, a company registered in terms of s 21 of the Companies Act and which represents the interests of the healthcare funding industry (i.e. medical schemes) has established a Forensic Management Unit (“FMU”) to identify and reduce fraud in the industry. Information relating to the criminal conduct of persons may be distributed between the members to prevent fraud from occurring or to reduce the risk thereof. It should be noted that the cost of medical fraud has been calculated to run into tens of millions of Rand annually and it is imperative that all steps possible are taken to minimise these losses. The exemption in s 30 does not appear to allow for such sharing of information and we request that this be amended so as to permit such cooperative functions.

Once again, we thank you for the opportunity to make input on the Draft Bill, we would be happy to expand on any our comments or to respond to any questions you might have. 

Yours sincerely
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Dr Humphrey Zokufa

Managing Director
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