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TTOPICSOPICS TOTO BEBE COVEREDCOVERED

 The practical implementation of the PPI Act

 Challenges and changes to the way medical schemes are to be 

administered

 The role and function of the Information Protection Officer

 Who is the ―Responsible Party‖ and what are their obligations under the 

PPI Act?

 Why a Code of Conduct (for protecting personal information) within 

medical schemes would be a good idea?



IINTRODUCTIONNTRODUCTION

The IT Governance Network (South Africa, US, UK, Switzerland)

 Global leaders in IT Governance – 15 years experience

 International Privacy Expertise – 15 years experience 

 Active participants at Parliamentary meetings finalising the Privacy legislation

Key People

 Peter Hill, CISM, CISA, CGEIT, international IT governance specialist

 Michael Erner, lawyer, accredited Privacy Expert, ―Independent Centre for 

Privacy Protection Schleswig-Holstein‖, Germany 

Significant clients

 Local banking, financial and retail institutions

 NASA 

 Deutsche Telecom –global

 UBS

What we do

 Consulting, Education, Privacy management solutions

 Independent external Information Protection Officers



SSTATUTORYTATUTORY OOBLIGATIONBLIGATION OFOF MMEDICALEDICAL SSCHEMESCHEMES



OOVERLAPVERLAP OFOF KKINGING III, CPA, POPI III, CPA, POPI ANDAND PCIPCI

Corporate Governance

King III and 

IT Governance

Consumer Protection Act (CPA)

Protection against discriminatory marketing

8. A supplier must not directly or indirectly treat

any person differently than any other, in a manner

that constitutes unfair discrimination on one or more

grounds set out in section 9 of the Constitution, or one

or more grounds set out in Chapter 2 of the Promotion

of Equality and Prevention of Unfair Discrimination

Act, when determining whether to report, or reporting,

any personal information of such person.

Prohibited transactions, agreements, terms or

conditions

51. (1) A supplier must not make a transaction or

agreement subject to any term or condition if it

expresses an agreement by the consumer to—provide

a personal identification code or number to be used to

access an account.

51. (2) A supplier may not request or demand a

consumer to reveal any personal identification code.

(4) This section does not preclude a supplier to

require a personal identification code or number in

order to facilitate a transaction that in the normal

course of business necessitates the provision of such

code or number.

Information

Security

Management System

ISO 27001

POPI

PCIPCI
CPACPA



PPRIVACYRIVACY RRISKSISKS

 Ignorant of Individuals‘ constitutional right to Privacy

 Impact on Reputation leading to loss of business  

 Cost of adjusting existing business processes

 Cost of additional security (confidentiality, integrity, 

availability)

 Poor record management increases cost of searching 

for, protecting and deleting personal information

 Civil litigation – cost and damages awarded

 Regulator audits, costly investigations

 Criminal offences leading to Penalties



TTHEHE KKEYEY RROLESOLES FORFOR PPIPPI

 The Regulator

 Data Subjects

 Responsible Parties

 Processors

 Information Officers

 Information Protection Officers

 Risk Managers

 Information Security Managers

 Compliance Officers



Internal

Audit

TTHEHE KKEYEY RROLESOLES FORFOR PPIPPI

Information Officer

Processors Processors

Processors

IT Security 
Management

Compliance

Risk Management

Processing
Register of 
Processing



TTHEHE RROLEOLE OFOF RRESPONSIBLEESPONSIBLE PPARTIESARTIES

18. (1) A responsible party must secure the integrity of personal information in

its possession or under its control by taking appropriate, reasonable

technical and organisational measures to prevent—

(a) loss of, damage to or unauthorised destruction of personal information;

and;

(b) unlawful access to or processing of personal information.

(2) In order to give effect to subsection (1), the responsible party must take

reasonable measures to—

(a) identify all reasonably foreseeable internal and external risks to

personal information in its possession or under its control;

(b) establish and maintain appropriate safeguards against the risks

identified;

(c) regularly verify that the safeguards are effectively implemented; and

ensure that the safeguards are continually updated in response to new

risks or deficiencies in previously implemented safeguards.

(3) The responsible party must have due regard to generally accepted

information security practices and procedures which may apply to it

generally or be required in terms of specific industry or professional rules

and regulations.



NNOTIFICATIONOTIFICATION OFOF PPROCESSINGROCESSING

50. (1) A responsible party must notify the Regulator before commencing the —

(a) fully or partly automated processing of personal information or categories of
personal information intended to serve a single purpose or different related
purposes; or

(b) non-automated processing of personal information intended to serve a single
purpose or different related purposes, if such processing is subject to a prior
investigation.

(2) The notification referred to in subsection (1) must be noted in a register kept
by the Regulator for this purpose.

Notification to contain specific particulars

51.(1) The notification must contain the following particulars:

(a) The name and address of the responsible party;

(b) the purpose of the processing;

(c) a description of the categories of data subjects and of the information or
categories of information relating thereto;

(d) the recipients or categories of recipients to whom the personal information
may be supplied;

(e) planned trans-border flows of personal information; and

(f) a general description allowing a preliminary assessment of the suitability of the
information security measures to be implemented by the responsible party
to ensure the confidentiality, integrity and availability of the information which
is to be processed.



BBREACHREACH NNOTICEOTICE

Notification of security compromises

21. (1) Where there are reasonable grounds to believe that the personal information of 

a data subject has been accessed or acquired by any unauthorised person, 

the responsible party, or any third party processing personal information under the 

authority of a responsible party, must notify the—

(a) Regulator; and

(b) data subject, unless the identity of such data subject cannot be established.

(2) The notification referred to in subsection (1) must be made as soon as 

reasonably possible after the discovery of the compromise, taking into account 

the legitimate needs of law enforcement or any measures reasonably necessary to 

determine the scope of the compromise and to restore the integrity of the 

responsible party‘s information system.

(3) The responsible party may only delay notification of the data subject if the South 

African Police Service, the National Intelligence Agency or the Regulator 

determines that notification will impede a criminal investigation.



Principle 1 - Accountability

 The responsible party must ensure that the conditions set out in 

the Act, and all the measures required, are complied with. 

 ‗‗responsible party‘‘ means a public or private body or any 

other person which, alone or in conjunction with others, 

determines the purpose of and means for processing 

personal information;

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



Principle 2 - Processing limitation

 Business processes provide the context for processing personal 

information – i.e. the specific purpose 

 Data collection must be proportionate to purpose – minimal

 Data processing must be for a legitimate purpose 

 Data subject must give consent

 Collection of personal data must be directly from the data subject 

unless it is contained in a public record 

 Data models prevent inference of prohibited data elements 

 Limit the transfer of personal data to service providers 

 Data subject must be able to object, in prescribed manner. 

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



Principle 3 - Purpose specification

 Collection of personal information must be for a specifically defined, 

lawful purpose related to a function of the responsible party 

 Data subject must be aware of the purpose of collecting data 

 The purpose for processing personal information must be clear 

 Record retention must not be longer than necessary unless required 

by law, a contract or the data subject has consented 

 A record of the use of personal data to make a decision must be 

retained for such period required by a law or long enough for the data 

subject to request access to the record 

 Destroy, delete or de‐indentify as soon as practically possible 

 Destruction of personal information must be in a manner that prevents 

reconstruction in an intelligible form. 

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



Principle 4 - Further processing limitation

 Further processing must be compatible with original purpose 

 Be aware of the potential consequences of further processing 

 Take note of any contractual rights and obligations 

 Take steps to prevent further processing of personal data 

 Data mining must not exceed original purpose 

 Allow retention for historical, statistical or research purposes 

 Stop unlawful processing. 

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



Principle 5 - Information quality

 Maintain the accuracy of collected personal information 

 Check that personal data is not misleading 

 Ensure that personal data is up‐to‐date 

 Be aware of the impact the integrity of personal data has on the purpose 

for collecting personal data 

Note: master data must exclude unnecessary records 

Note: master data must be secured, and accessed only on the 

need‐to‐know basis. 

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



Principle 6 – Openness

 Only process personal data after notifying the Regulator 

 The data subject must be aware of the collection of the data and the 

name and address of the responsible party, whether voluntary or 

mandatory, and of any law authorising collection, except if 

 data subject is already aware 

 all particulars are stated in PROATIA manual 

 data subject consents to non‐compliance 

 information will be used without identifying data subject 

Personal information is already in the public domain. 

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



Principle 7 - Data subject participation

 Establish communication processes with data subjects (via the 

Information Protection Officer) 

 Provide data subjects with access to personal information 

 Enable data subjects to request correction of personal data 

 Manner of access to information is defined in PROATIA. 

CCONDITIONSONDITIONS FORFOR THETHE LLAWFULAWFUL PPROCESSINGROCESSING OFOF
PPERSONALERSONAL IINFORMATIONNFORMATION



HHOWOW TOTO GETGET TOTO WHEREWHERE YOUYOU NEEDNEED TOTO BEBE WITHWITH PPI? PPI? 

 Update current Information Officer role to include 
Information Protection Officer responsibilities, or 
delegate to deputy IPO

 Identify all Personal Information and the Responsible 
Parties

 Identify the Categories and Purpose for processing 
Personal Information

 Prepare the forms to register the Processing of 
Personal Information

 Identify shortcomings in compliance with the 
conditions for lawful processing

 Identify risks and risk responses

 Take corrective action

 Notify the Regulator of the categories and purpose 
of processing personal information



EEXAMPLESXAMPLES OFOF PPERSONALERSONAL DDATAATA

Staff and customer surveys
Payment of entitlements
Staff ID cards used to pay for staff canteen 

purchases
Identity management services (identification, 

authentication, access control, 
authorization)

Certificate authorities for PKI
Acceptable use of IT services
Email system
Management promotion program
Telephone and Fax infrastructure, network and 

system software
Online registration of event participants
Loyalty program
Contracts with experts, advisors
Contact lists
Access control lists to buildings
Access request to information systems
Actuarial calculations of pension schemes
Work permits
System authorizations and permissions
Evaluation of Personnel
Spontaneous job applications
Career guidance
Human capital database
Internal audit
Childcare facilities 
Medical examinations
Welcome desk services
Canteen preferences

Sickness Insurance Claims
Staff Rosters
List of members of committees
Mailing list of committees
Meeting room reservation system
Voice recording of Helpdesk calls
Internal skills quiz
Timesheets and recording
Global user directory
Housing loans
Accrual based accounting system
Video surveillance for physical protection
List of companies and their representatives
Comments submitted by individuals
Outlook calendar
Disaster recovery contact list
Online delivery of staff achievement certificates
Online photos from staff function
Who‘s Who feature article
Database of network partners 
Expression of interest from experts responding to RFI
Paper files concerning former Individual Experts
Reader's Letters published on the internal newspaper
Print service monitoring
Training skills database
Complaints Handling
ERP applications (e.g. SAP)
VoIP System
Rapid Alert System
Log files

 General

 Special



CCHALLENGESHALLENGES

 Retrofitting to existing processes and infrastructure

 Business purpose specific, proportionate to purpose

 Cease secondary and unlawful processing

 Internet-based processing

 Controlling third-parties

 Employee education

 Unstructured data

 Data destruction 

 Data leakage

 Sustainability



RROADMAPOADMAP TOTO CCOMPLIANCEOMPLIANCE WITHWITH PPIPPI

Manage Information AssetsManage Information Assets

Retrofit PRINCIPLES to Business Processes and InfrastructureRetrofit PRINCIPLES to Business Processes and Infrastructure

Attend to Key IssuesAttend to Key Issues

Overcome ChallengesOvercome ChallengesR
is

k 
A

ss
e

ss
m

e
n

t 
an

d
 

R
e

sp
o

n
se

 P
la

n
n

in
g

R
is

k 
A

ss
e

ss
m

e
n

t 
an

d
 

R
e

sp
o

n
se

 P
la

n
n

in
g

P
re

p
ar

at
io

n
 f

o
r 

R
e

g
is

tr
at

io
n

P
re

p
ar

at
io

n
 f

o
r 

R
e

g
is

tr
at

io
n

1 – 3 Years1 – 6 months

A
ss

ig
n

 R
e

sp
o

n
si

b
ili

ti
e

s
A

ss
ig

n
 R

e
sp

o
n

si
b

ili
ti

e
s

M
o

n
it

o
r 

an
d

 
R

e
p

o
rt

in
g

M
o

n
it

o
r 

an
d

 
R

e
p

o
rt

in
g

OngoingOngoing

Register ProcessingRegister Processing Respond to Regulator RequestsRespond to Regulator Requests



A CA CODEODE OFOF CCONDUCTONDUCT ((FORFOR PROTECTINGPROTECTING PERSONALPERSONAL
INFORMATIONINFORMATION) ) WITHINWITHIN MEDICALMEDICAL SCHEMESSCHEMES

 Not all schemes are staffed internally

 Often many administrative functions are outsourced

 A full-time information protection officer for each scheme could 

be costly

 Each scheme has many service providers (doctors, 

intermediaries, administrators, service providers to the 

administrators)

 Many schemes have the same relationships.



UPDATE FROM PARLIAMENT UPDATE FROM PARLIAMENT –– 13 A13 AUGUSTUGUST 20102010

 Recent submissions by 3 major banks are just repeating 

previous submissions

 Chairman stressed companies that cannot demonstrate sufficient 

effort to date may not be eligible for an extension – if extensions 

are granted!

 Funding of regulator could be out of fees collected from 

companies registering late

 PPI Act is expected to be promulgated by December 2010



QUESTIONS AND DISCUSSION                    www.personalprivacy.co.za

IT Governance Network

South Africa, US, UK, Switzerland 

PETER HILL

+27 825588732 

+44 – (0)20 81333180

+1 302-5044408

peter@itgovernance.com



HHOWOW THETHE IT GIT GOVERNANCEOVERNANCE NNETWORKETWORK CANCAN ASSISTASSIST??

Guidance on:

 The Rights of Individuals

 Identifying Personal Information

 Identifying Responsible Parties

 Lawful and unlawful processing

 Processing Limitations

 Further Processing Limitations

 Contracting with Third Parties

 Notification to the Regulator

 The role and procedures of the 
Information Protection Officers

Assistance with:

 Collection of Registration information

 Business process redesign

 Measures to enhance Confidentiality

 Measures to enhance Integrity

 Measures to enhance Availability

 Responding to Data Subject requests

 Working with the Regulator

 Conducting audits

 Independent Information Protection 
Office

 Drafting Code of Conduct



 Legal, organisational and technical advice on the course of action to protect the 

general and special categories of Personal Information

 Collect and review information about the processing of Personal Information

 Customised PDF forms

 Online submission of information

 Education

 Customised in-house and web-based awareness and educational events for 

staff 

 Specialised training for Responsible Parties and Information Protection Officers

 Specialised training for Business and IT management

 Provide point of contact for Data Subjects to submit information requests

 Simple online form

 Information Request Management System 

 Respond to Data Subject requests

 Conduct Audits of measures taken to satisfy Regulatory requirements

 Assist management remedy issues raised by the Regulator

SSPECIALISEDPECIALISED SSERVICESERVICES ANDAND SSOLUTIONSOLUTIONS


